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What is HUMINT?

© Foreign intelligence services attempt to gain economic,
scientific, military and political information via
espionage. For this purpose, they use different
information-gathering methods.

© HUMINT stands for Human Intelligence. HUMINT
is defined as the gaining of information by using
human sources.

© The target persons are specifically selected and spied

out. They are often not aware of how valuable their
knowledge is.

COUNTER-ESPIONAGE

Information-gathering methods
Besides the HUMINT approach,
intelligence services also use other methods.

OSINT (Open Source Intelligence):

Information gathering using open sources

© Looking through and analysing websites, specific
searches for publicly accessible information,
creation of social media profiles, use of scripts,
of commercial software as well as of special
investigation tools, purposeful communication
with the target person by using a cover story.

SIGINT (Signals Intelligence):

Analysis of electronic signals of all kinds

© Use of data capture and filter technologies
to analyse big data streams

© Countering state-run spying is one of the core tasks of the German domestic intelligence services.

In case espionage activities are directed against the Federal Republic of Germany, they may be liable
to prosecution pursuant to section 93 et seqq. of the German Criminal Code.
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2 Methods and techniques used in the recruiting process.

In principle, everyone may become a target of recruitment efforts (“approach”) by foreign intelligence services.
A decisive factor for being selected as a target is a person’s possible access to certain information.

© A HUMINT espionage activity can be divided into Foreign intelligence services have extensive resources
various steps. and know-how to specifically tailor their efforts to

their target person. The methods used may vary in

their extent, quality and duration and may also be

combined. Furthermore, foreign intelligence services

mostly use covert means so that the target person

Selecting the target person, spying does not become suspicious or the suspicion is

out the individual’s environment aroused too late.

(e.g. via OSINT: interests, hobbies etc.),

planning of the initial contact

Preparation

Initial contact/development

for instance, via a business contact,
a private meeting, building trust and
stability, possibly exerting pressure,
directing the conversation towards
job-related topics

Exploitation

Request to gather information and/
or to give “professional advice”,
possibly cooperation over a longer
period of time, making every effort
to gather information in a way that
goes unnoticed

During the initial contact and/or the development phase, foreign intelligence services use various tools
to make you cooperate with them.

Use of compromising information Ego

© You may be forced to cooperate by using sensitive © For some people, making an experience out of the
personal data (sexual orientation, misconduct etc.) ordinary and the feeling of being important are the main
that was spied out in advance. motives for cooperating with a foreign intelligence ser-

vice. Also, dissatisfaction with their job and/or a lack of
loyalty towards the company they are employed at may
be a reason for them to take up espionage activities.

Rewards

© You may be offered benefits in exchange for
information: money, an attractive job position,
trips, participation in events, certain awards etc.
If you accept such an offer, you may risk being
subject to further compromising activities.

Ideology

© You may accept the offer of cooperation due to your
ideological convictions (or because you want to serve
your home country).

WORKING IN GERMANY Repression

© It may be made more difficult or even impossible for you or your
relatives to obtain medical treatment, travel permits, university
admission etc. in your home country.

Especially employees from
authoritarian states or

individuals with family ties
to those countries may be Goercion

put under additional pressure. © You may be obliged by your home country to cooperate based on
legal provisions. In case of refusal, there may be sanctions.
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How to protect yourself.

Measures to be taken in order to prevent espionage (HUMINT)

AS AMANAGING DIRECTOR/SECURITY OFFICER

® Introduce a © protection concept.

@ Classify your company’s data according to classification

levels.
® Apply the “need-to-know principle”.

@ Carry out background checks when selecting personnel.

® Create a pleasant working environment - satisfied
employees are loyal.

@ Create a culture of constructive criticism and establish

reporting channels.

® Also, train the employees with regard to possible
recruitment attempts.

AS AN EMPLOYEE

@ Be careful about courtesies or professional offers with
unusual conditions.

@ Get the identity of your contact confirmed, where appropriate.

@ Protect your data by using secure passwords.
@ Be sceptical about unusual professional inquiries.

® When in doubt, contact the office responsible for security

and/or the security agencies.
@ Especially as a national of an authoritarian country you

have to expect to be approached by intelligence services,

e.g. when travelling to your home country or when
visiting your country’s diplomatic missions in Germany.

IT baseline protection and economic baseline security

The IT baseline protection of the Federal Office for

Information Security (BSI) is an approach for protecting

information technology.

Wirtschaft & Wissenschaft.
Zukunftssicher.
Verfassungsschutzverbund des Bundes und der Lander

BfV (Bundesamt fiir Verfassungsschutz) and the 16
domestic intelligence services of the federal states are the
domestic intelligence community. They cooperate closely
in the field of preventive economic security. Thus a strong
network is formed that extends to where your company is
based. Please visit www.verfassungsschutz.de to find a
list of contacts at the federal state authorities.

Your direct contact to economic security

Bundesamt fiir Verfassungsschutz
Prevention section (economic and scientific security)

+49 (0)30 18 792 33 22
wirtschaftsschutz@bfv.bund.de

Introducing a protection concept

RISK ANALYSIS

- What are the assets to be protected?
- Who might be interested in them?
- How could an intruder get access to them?

PROTECTION CONCEPT

- Derive protective measures
from your risk analysis.
- Areas: physical security,
IT security, personnel security
IT baseline protection of the Federal

Office for Information Security (BSI),
Economic baseline security

CONTROLS

- Evaluate the effectiveness of your
protection concept and measures.

ADAPTION

- If needed, adapt your protection
concept and measures.

Similarly, the economic baseline security of the Economic
Security Initiative aims at physical, personnel, procedural
and organisational aspects of security.

1 initiative
wirtschaftsschutz

Gemeinsam. Werte. Schitzen.

The Economic Security Initiative (Initiative Wirtschafts-
schutz) is an initiative by BfV, BKA, BND and BSI. On
their information platform www.wirtschaftsschutz.info
they offer their expertise in the field of economic security
together with various partners. This includes the issue of
cyber crime as well as economic and scientific espionage
or IT security.

Information sheet, Methods of espionage: HUMINT, June 2022





Barrierefreiheitsbericht



		Dateiname: 

		2022_06_bfv_Infoblatt_Spionage_HUMINT_DIN A4_0622_EN_online.pdf






		Bericht erstellt von: 

		Anke Luckmann


		Firma: 

		





 [Persönliche und Firmenangaben aus Dialogfeld „Voreinstellungen > Identität“.]


Zusammenfassung


Es wurden keine Probleme in diesem Dokument gefunden.



		Manuelle Prüfung erforderlich: 0


		Manuell bestanden: 2


		Manuell nicht bestanden: 0


		Übersprungen: 2


		Bestanden: 28


		Fehlgeschlagen: 0





Detaillierter Bericht



		Dokument




		Regelname		Status		Beschreibung


		Berechtigungskennzeichen für Barrierefreiheit		Bestanden		Berechtigungskennzeichen für Barrierefreiheit muss festgelegt werden.


		PDF (nur Bilder)		Bestanden		Dokument ist nicht eine nur aus Bildern bestehende PDF-Datei


		PDF (mit Tags)		Bestanden		Dokument ist PDF (mit Tags)


		Logische Lesereihenfolge 		Manuell bestanden		Dokumentstruktur ist logisch in Lesereihenfolge geordnet


		Hauptsprache		Bestanden		Sprache ist im Text festgelegt


		Titel		Bestanden		Dokumenttitel ist in Titelleiste sichtbar


		Lesezeichen		Bestanden		In umfangreichen Dokumenten sind Lesezeichen vorhanden


		Farbkontrast		Manuell bestanden		Dokument verfügt über geeigneten Farbkontrast


		Seiteninhalt




		Regelname		Status		Beschreibung


		Inhalt mit Tags		Bestanden		Alle Seiteninhalte verfügen über Tags


		Anmerkungen mit Tags		Bestanden		Alle Anmerkungen verfügen über Tags


		Tab-Reihenfolge		Bestanden		Tab-Reihenfolge ist mit der Ordnungsstruktur konsistent


		Zeichenkodierung		Bestanden		Zuverlässige Zeichenkodierung ist vorhanden


		Multimedia mit Tags		Bestanden		Alle Multimediaobjekte verfügen über Tags


		Bildschirmflackern		Bestanden		Seite verursacht kein Bildschirmflackern


		Skripten		Bestanden		Keine unzugänglichen Skripts


		Zeitlich abgestimmte Antworten		Bestanden		Seite erfordert keine zeitlich abgestimmten Antworten


		Navigationslinks		Bestanden		Navigationslinks wiederholen sich nicht


		Formulare




		Regelname		Status		Beschreibung


		Formularfelder mit Tags		Bestanden		Alle Formularfelder verfügen über Tags


		Feldbeschreibungen		Bestanden		Alle Formularfelder weisen eine Beschreibung auf


		Alternativtext




		Regelname		Status		Beschreibung


		Alternativtext für Abbildungen		Bestanden		Abbildungen erfordern Alternativtext


		Verschachtelter alternativer Text		Bestanden		Alternativer Text, der nicht gelesen wird


		Mit Inhalt verknüpft		Bestanden		Alternativtext muss mit Inhalten verknüpft sein


		Überdeckt Anmerkung		Bestanden		Alternativtext sollte keine Anmerkung überdecken


		Alternativtext für andere Elemente		Bestanden		Andere Elemente, die Alternativtext erfordern


		Tabellen




		Regelname		Status		Beschreibung


		Zeilen		Bestanden		„TR“ muss ein untergeordnetes Element von „Table“, „THead“, „TBody“ oder „TFoot“ sein


		„TH“ und „TD“		Bestanden		„TH“ und „TD“ müssen untergeordnete Elemente von „TR“ sein


		Überschriften		Bestanden		Tabellen sollten Überschriften besitzen


		Regelmäßigkeit		Übersprungen		Tabellen müssen dieselbe Anzahl von Spalten in jeder Zeile und von Zeilen in jeder Spalte aufweisen


		Zusammenfassung		Übersprungen		Tabellen müssen Zusammenfassung haben


		Listen




		Regelname		Status		Beschreibung


		Listenelemente		Bestanden		„LI“ muss ein untergeordnetes Element von „L“ sein


		„Lbl“ und „LBody“		Bestanden		„Lbl“ und „LBody“ müssen untergeordnete Elemente von „LI“ sein


		Überschriften




		Regelname		Status		Beschreibung


		Geeignete Verschachtelung		Bestanden		Geeignete Verschachtelung







Zurück zum Anfang
