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rule operation_ DREAMJOB_AMAZON_VNC {
meta:
target_entity = “file”
condition:
for any vt_behaviour_command_executions in
vt.behaviour.command_executions:
( vt_behaviour_command_executions ==
“C:\\Windows\\System32\\wuapihost.exe-Embedding”
or
vt_behaviour_command_executions == “\"%SAMPLEPATH%\\AmazonVNC
Viewer.exe\” “)
and
for any vt_behaviour_http_conversations in vt.behaviour.http_conversations: (
vt_behaviour_http_conversations.url == https://sifucanval.Jcom/wp-
includes/fonts/public/common.php)
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